
In recent months, Royal Mail have effectively banned scam 
mail including foreign lottery mailings. The NTS Scams 
Team's Investigators are keen to see how these criminals 
will adapt to the new changes.
Scam mail (including fraudulent foreign lottery tickets) has been added to the list of
prohibited items. This now allows Royal Mail to manage fraudulent or misleading or
“exaggerated” material posted from abroad that seek to solicit payments. This is great news
for the Scams Team and all the Scam Marshals that are still receiving these fraudulent
mailings.
The team are assuming that the foreign lottery mailings will start to slow down. However,
these criminal individuals/companies will try to find a way into the country through other
means. If you are still receiving mailings of this type then please send them into the
team using your freepost mailbag (NTSST, FREEPOST, MAIL MARSHALS) for
investigation. 

Reporting suspicious/scam emails

The National Cyber Security Centre (NCSC) has launched a suspicious email reporting service
in partnership with the City of London Police. The service makes it easier than ever to flag
suspicious emails – including those claiming to offer services related to coronavirus.
Members of the public can send their suspicious emails to report@phishing.gov.uk and the
NCSC’s automated programme will immediately test the validity of the site. Any sites found
to be phishing scams will be removed immediately.
As well as taking down malicious sites, the service will support the police by providing live
time analysis of reports and identifying new patterns in online offending - helping them stop
even more offenders in their tracks. Just two months after launching this service, they have
received over one million reports!
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The Friends Against Scams Training has been updated to include
information around coronavirus scams. 
Have you encouraged others to take the training?
We are fast approaching half a million Friends Against Scams, please visit

www.FriendsAgainstScams.org.uk to become more Scam Aware!

Are you seeing foreign lottery mailings?



The team have received a large number of reports regarding scams that aim to defraud
people out of their money by phoning consumers and telling them that their TV subscription
is coming to an end and that they would have to pay in order to keep this service. 
The usual method is that you will receive an automated phone call stating that your
subscription is about to expire and that you need to make payment of £39.99. It will then ask
you to press a number on your telephone keypad in order to be put through to an operator
to make payment. We have also had reports of being contacted directly (no automated
message) by quite convincing operators. This is a scam. 
Amazon will never ask for your personal information, or ask you to make a payment outside
of its website (e.g. payments over the phone, emailing card details, via bank transfer etc..)
Netflix will never ask for your personal information over email. This includes: credit card
number, bank account details and your password. They will never request payments via a
third party vendor or website.
If you have a TV subscription, then please check the company's website for advice on how to
deal with any suspicious contact that you receive and always report to Action Fraud either
online or by phoning 0300 123 2040 (or Police on 101 if you live in Scotland) 

For more information on the team and our initiatives, please visit our website:
www.FriendsAgainstScams.org.uk/ScamMarshals

If you would like to withdraw from the Scam Marshal scheme, please write to NTSST, FREEPOST, MAIL
MARSHALS with your request, or use the contact form on the website above.

TV Streaming Scams

A great result!

Following on from this huge success, the team would like to announce that the call
blocking project will be re-launched on the 8th July 2020. Please visit

www.FriendsAgainstScams.org.uk/callblocker for more information or call the
dedicated call blocker number on 01323 463600

As previously advertised, the NTS Scams Team
have now delivered over 2,000 free call blockers to
consumers up and down the UK. These units are
proving to block 99% of all scam and nuisance calls
protecting people from becoming victims of this
crime type. The team receive intelligence on the
numbers being blocked to be looked into.
An investigation into one of the top 100 telephone numbers blocked by the units found that
criminals were impersonating health workers to sell fake face masks for £39.95. The criminals
were estimated to be making 120,000 calls a week. Following this investigation, the telephone
number has been closed, resulting in a potential monthly saving of £1,038,700 to consumers
who may have been targeted by this scam. This is based on a conservative 5% success rate of
the phone calls.


